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Notice to Vendors:

Change in the notification time period within EXHIBIT 1-ADDITIONAL TERMS AND CONDITIONS-
Please see below

David J. Francis
Interdepartmental Project Manager

Interested parties should monitor this website, on a regular basis, for any additional information that may
be posted.

1



The following requirement has been changed From: two (2) days

To: two (2) hours

The revised requirement reads as follows:

EXHIBIT 1 ADDITIONAL TERMS AND CONDITIONS

For purposes of this Exhibit 2, State shall include State, agencies and any entity the Vendor provides services to
and each of its and their officers and employees.

a.

Unauthorized Disclosure or Access to Confidential Information

Vendor shall notify State and the Chief Information Officer of the State (“State Impacted Parties”) of any
successful unauthorized electronic or other access to State Confidential Information as defined above
within two (2) hours of knowledge of occurrence. The notice shall contain information available to
Vendor at the time of the notification, to aid the State Impacted Parties in examining the matter. More
complete and detailed information will be provided to the State Impacted Parties as it becomes available
to Vendor. For security reasons, the disclosure from Vendor to State Impacted Parties as contemplated in
any contract may include information specifically designated as ‘“confidential” and shall be treated by
State Impacted Parties as such. Vendor and State Impacted Parties shall cooperate with each other in any
public disclosures related to any such successful unauthorized access. In the event of a successful
unauthorized access Vendor agrees (a) it shall pay for an independent third party security firm acceptable
to the State to analyze the incident and determine the cause and extent of the compromise, which report
shall be provided to the State, and (b) Vendor shall, at its cost, provide notification as required, and
establish a call center and purchase credit monitoring services, where necessary. Vendor shall indemnify
and hold harmless the State, from any and all damages, penalties, costs, expenses, claims, causes of
action, fees, penalties (including reasonable attorney’s fees and regulatory defense) which may arise,
accrue or be caused in whole or in part, directly or indirectly, by Vendor’s intentional acts, negligent acts
or omissions, or material failure to perform under the terms of this contract, or violation of applicable
laws, rules, regulations, to State or any third party from such successful unauthorized access.



